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THE DETERMINING ELEMENTS OF THE NEW GREAT POWER COMPETITION

Executive Summary

At present, momentous changes of a like not seen in a century are accelerating across
the world. A new round of scientific and technological revolution and industrial transforma-
tion is well under way, and a significant shift is taking place in the international balance of
power, presenting China with new strategic opportunities in pursuing development.
—Xi Jinping to the 20th National Congress of the Communist Party of China,
October 16, 2022

The contemporary competition between the United States and China, though echoing
past dynamics of the Cold War, reveals significant shifts in the defining elements of
“great power.” Unlike the ideological rivalry between the US and the Soviet Union, which
previously divided the world into two blocs, today’s global power relations hinge on
technological superiority and are driven by alliances, data, and resource control. How-
ever, the categorizations and definitions of the technologies deemed “strategic” remain
dynamic and subject to diverging perceptions.

This research paper seeks to bridge the gap between policymakers and technology
experts by deciphering the determinants of modern technological competition. It sets the
stage by identifying the main disparities between the Cold War era and the present bipo-
lar rivalry and articulates new foundational elements that define “great powers” today.
Subsequently, the paper delves into the varied components of critical technologies; eluci-
dates their core attributes; evaluates their implications across national security, commer-
cial, and societal domains; and unpacks the strategic factors for attaining technological
superiority. Five principal insights are drawn from this analysis, which are sequentially
presented as follows:

1. The role of alliances: As great powers rely on adherence to a particular world order
that they endorse, a fundamental aspect of their competition involves the formation
of alliances. Whereas alliances during the Cold War were delineated along ideolog-
ical lines, forming distinct blocs, contemporary global rivalries feature more flexible,
interest-based alliances that do not preclude competitive interactions among nations.
As the race of technological superiority hinges on multinational cooperation, the US
may be underutilizing one of its significant strategic advantages: forming value-based
alliances rooted in democratic principles.

2. The essence of technologies in comprehensive power: A comparative analysis
of how the US and China conceptualize technological supremacy illustrates differ-
ing national priorities. The US predominantly frames it within the context of national
security, incorporating military technologies into its list of critical emerging tech-
nologies. In contrast, China perceives technological supremacy as an avenue for
asserting global economic leadership, deliberately omitting military applications in

ASH CENTER OCCASIONAL PAPERS SERIES



THE DETERMINING ELEMENTS OF THE NEW GREAT POWER COMPETITION

its strategic documents and instead highlighting fields such as genetic editing and
synthetic biology.

3. Transforming national security concepts: The integration of emerging tech-
nologies into contemporary warfare signifies an evolutionary development, not a
revolutionary shift. However, in a context defined by pervasive global digital depen-
dency and connectivity, the significance of data and the impact of nonlethal capabil-
ities—such as cyber warfare and social media influence campaigns—have begun to
eclipse traditional physical military actions. These nonlethal strategies are increas-
ingly influential, extending their effects beyond the battlefield into societal, political,
and cognitive domains.

4. Reshaping societies as a whole: The quest for technological hegemony is primarily
driven by the pursuit of commercial and societal dominance. Pioneers in crucial tech-
nological domains are poised to secure market dominance, influence the creation of
international standards, and redefine the global economic hierarchy, distinguishing
between leaders, followers, and laggards. Among various critical emerging technol-
ogies, artificial intelligence (Al) and biotechnology are particularly noteworthy. These
general-purpose technologies have the potential to fundamentally transform the
global order, shift the balance of power, and significantly impact daily life.

5. An inevitable path to tech decoupling: As the contest for technological preemi-
nence intensifies, two incompatible technological ecosystems are crystallizing. In this
evolving landscape, third countries may find themselves inevitably forced to align
with one of the two opposing technological factions, thereby potentially redividing the
world into distinct technological blocs.
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Great Power Competition: Introduction

A state of “Great Power Competition” (GPC) infers an ongoing geopolitical rivalry
between two or more parties of comparative scale, each striving to shape and dominate
the world order. While the term “competition” implies an outcome of winners and losers,
its end game is by no means decisive. Rather, it is a long-term struggle, often between
rising and descending powers, over spheres of influence and the setting of global eco-
nomic and political infrastructure in a favorable manner to support and extend their
overarching national strength.

From an economic perspective, a great power’s influence extends beyond its wealth
and financial indicators. It encompasses predominance in global financial markets,
reserve currencies, banking systems, and multilateral financial institutions. Politically,
great powers wield considerable diplomatic weight in shaping contemporary international
affairs and hold sway over international institutions and global governance structures.
Military might, by itself, is not the essence of the competition but rather the means to
project power, uphold the current international order, or challenge it.

A great power relies on compliance with a certain world order, and a state of com-
petition entails alternatives to the reigning order, offering countries to reposition existing
patron-client relations and overall allegiances. Subsequently, a key characteristic of
competitions between powers is the formation of alliances, which may range in scope
from limited cooperation (e.g., exclusive trade agreements) to strategic frameworks (e.g.,
bilateral military exchanges, regional and multilateral security networks), and hermetic
blocs—coalitions of countries willing to compromise various national sovereignties for
pursuing a greater joint interest.

In correlation with globalization and modernization, great powers rely on effective
alliances in their endeavor to obtain the most advanced technological and military capa-
bilities and extend their global influence. In principle, these great power alliances are
built on shared interests and values. From the perspective of interests, a country might
align itself with a great power to benefit from security guarantees, economic assistance,
or political support. In return, a great power seeks geopolitical gains to reinforce its dom-
inance in forms such as overseas military presence, intelligence sharing, technological
exchanges, access to markets and resources, and limitation of economic and technolog-
ical cooperation with rivaling great powers.

The second pillar of alliances revolves around shared values, which can extend
from specific mutual principles, such as human rights or anti-imperialism, to a broader
comprehensive worldview, namely ideology. While interest-based alliances are often as
strong (or fragile) as the ability and will to satisfy their underlying guarantees, ideologi-
cal alliances tend to foster deeper, more enduring, and intimate cooperation, promoting
greater alignment with a great power’s vision of world order.
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Nevertheless, in a moderate-scale GPC, interest-based alliances often prevail over
ideological ones. A country’s strategic dependency on a non-like-minded great power,
for example, is likely to affect its willingness to actively align with rivaled interest-based
alliances that might, as a result, jeopardize its national security, energetic and economic
resilience, or political stability. Moreover, it is in a country’s interest to stretch its diplo-
matic web and maximize its economic potential by cooperating with all willing counter-
parts, regardless of their domestic policies and geopolitical aspirations. It is only when
the competition is perceived as existential or escalates in magnitude to a recognized
state of a “cold war” that countries are compelled to strategically “choose sides,” and
would likely favor value-based alliances over short- to mid-term interests.

The Shifting Concept of Power: Technology as the New Ideology

Historically, values—or, more precisely, ideologies—were the driving force of power rela-
tions and primary parameter of national security during the Cold War. The “Red Scare”
of increasing Soviet influence in Europe and Asia and of domestic cells of espionage
resulted in the US policy of “containment” against the spread of communist ideology.’
Similarly, the USSR considered its post-war Eastern European satellite states as physi-
cal and ideological barriers against capitalist influence,? fearing an inverse domino effect
scenario in which, as articulated in the Brezhnev Doctrine, “the weakening of any of the
links in the world system of socialism directly affects all the socialist countries.”

While the struggle for dominance during the Cold War manifested in an arms race,
technological competition, espionage, trade embargoes, and information warfare, ide-
ology was the de facto element that defined alliances, shaped the balance of power,
and was critical enough for great power leaders to send troops overseas. Evidently, fear
of regime changes were the casus belli for the US in Korea (1950-1953) and Vietnam
(1964-1973), as well as for the Soviet Union—led Warsaw Pact invasion of Czechoslova-
kia (1968) and its war in Afghanistan (1979-1989).

The era was marked by the emergence of two distinct ideological blocs, pitting the
efficacy of socialist and capitalist economies, and democratic and communist gover-
nance systems, against each other. In this geopolitical landscape, comprehensive power
was defined through the interplay of alliances, economic resilience, military strength,
and technological supremacy, as depicted in Figure 1. Among these elements, alliances
became the critical lever for the two superpowers to influence the balance of power,
as the advent of nuclear weapons and the doctrine of “mutually assured destruction”
(MAD) deterrence reduced the militaries’ roles toward power projection and conventional
proxy wars. Furthermore, the capability to impede economic and technological progress
through coercion or sanctions was limited, as the two blocs were effectively insulated
within their respective ecosystems.
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Figure 1. The Defining Elements of Power during the Cold War

While the emerging GPC between the US and China shares several similarities with
the Cold War era, the dynamics of power creation, projection, and reinforcement have
evolved. First, the role of ideology in shaping alliances has significantly diminished.
While the US remains committed to promoting democratic ideology and values abroad,*
and establishes new exclusive security pacts with other democracies,® China’s global
vision does not include spreading Communism, “Socialism with Chinese Characteris-
tics,” or “Xi Jinping Thought,” which remain primarily domestic doctrines. Furthermore,
China’s foreign and defense policies advocate “partnerships” over “alliances,” with the
vast majority of these partnerships clearly being interest-based rather than ideological. A
contemporary example of this reduced emphasis on ideology is the military cooperation
between the US and its former foe Vietham—by definition, a communist country.”

The second significant difference is the geostrategic framework. The US and the
Soviet Union rivaled over fabricating an uncharted post-War World 1l world order. Follow-
ing the latter’s collapse, the US emerged as the sole superpower, establishing a unipo-
lar world order and securing significant competitive advantages by influencing regional
structures in the Atlantic and Asia-Pacific and extending its formidable military presence.?
To that end, China started its rise as an uphill battle by challenging the post-Cold War
order, advocating for a “fair” and non-hegemonic global governance system.® Evidently,
the most prominent common denominator of Beijing’s closest strategic frameworks is not
ideology but rather an anti-American sentiment, often sugarcoated as “multilateralism.”

Third, unlike the Cold War, the economic systems of China and the US are deeply
intertwined. In 2022, 7.5 percent of total US exports were to China, and 16.5 percent of
total US imports were from China.™ In the same year, the US accounted for 7.2 percent
of China’s total imports' and 17 percent of its exports.'2 In comparison, trade between
the US and the Soviet Union accounted for an average of 1 percent of total trade for
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both countries throughout the 1970s and 1980s, and mainly consisted of agricultural and
basic industrial goods.' The interdependency, the complexity of modern supply chains,
and the reliance on specific commaodities for advanced technologies have added a new
dimension to today’s GPC.

The fourth—and arguably the most substantial change between the Cold War era
and the current GPC—is the evolving scope and nature of technologies. While techno-
logical superiority was a major factor in the US’s eventual victory over the Soviet Union,
in the “Age of Information” and in conjunction with the Fourth Industrial Revolution, tech-
nology now permeates and dominates all aspects of life, assuming the role of ideology
as the key lever to influence the balance of power. The ongoing erosion of traditional
barriers between civilian and military technologies has transformed national security
concepts, extending their reach into societal, political, and cognitive domains. As long as
the MAD effect continues to limit the likelihood of a direct military clash between the two
major powers, high-end capabilities in cyberspace and the ability to control information
flows via social media are far more critical today than modern tanks or deadlier nukes.

Last, the value of data as a strategic commodity is becoming increasingly apparent.
In an era dominated by Al and machine learning, the effective collection, usage, and
management of data form the backbone of advanced technologies. From military uses
such as autonomous systems and social media influence campaigns to civilian appli-
cations, including gene sequencing and biomanufacturing, data has become a pivotal
element in geopolitical dynamics.

The changes in the building blocks of the modern GPC shifted the essence of power.
Alliances today are still formed by shared interests and values, but as long as the com-
petition is not defined and treated as existential, or more precisely, as another Cold War,
countries are inclined toward promoting economic, security, and political interests over
“choosing sides.” These alliances, in turn, materialize in the formation of supply chains
and cooperation on resources, sharing of and access to data, and joint innovation,
industrialization, and R&D, all of which accumulate into the ultimate objective of techno-
logical superiority: the new indicator of overall national strength. In the current geostrate-
gic framework, technological power is not only the end game in power relations but also
the main incentivizer for interest-based alliances, as shown in Figure 2.
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Figure 2. The Defining Elements of Great Power Today

In contrast to the Cold War era, where the competition between the US and the
Soviet Union was deeply rooted in value-based (ideological) alliances, the current rivalry
between the US and China is primarily centered on technological supremacy. Alliances,
or in China’s case, “partnerships,” are mainly dominated by interests rather than ideol-
ogy, leaving an open field for competition over securing resources, strategic infrastruc-
tures, and know-how through bilateral agreements, incentives, and coercion. From the
US perspective, it is a misuse of its most considerable advantage over its geopolitical
rival, rooted in the history of containing the Soviet challenger: value-based alliances in
the form of a democratic bloc.

Power-Defining Technologies: A Comparative Analysis

The classifications of technologies considered “critical” or “strategic” are fluid, varying
over time and between administrations, and are perceived differently by the US and
China. In October 2020, President Trump released the “National Strategy for Critical and
Emerging Technologies,” stating that “American dominance in science and technology
is more important now than ever, and is vital to our long-term economic and national
security.” The strategy outlines the importance of promoting and protecting American
leadership in 20 critical technologies, including Al, energy, quantum computing, commu-
nications, semiconductors, and space.

In February 2022, President Biden’s administration revised the list of Critical and
Emerging Technologies (CETs), aligning it with three core national security goals: safe-
guarding American security, enhancing economic prosperity, and upholding democratic
values. Notable updates to the list include the exclusion of agricultural, medical, and
public health technologies and the addition of financial technologies, hypersonics, and

ASH CENTER OCCASIONAL PAPERS SERIES


https://trumpwhitehouse.archives.gov/wp-content/uploads/2020/10/National-Strategy-for-CET.pdf
https://trumpwhitehouse.archives.gov/wp-content/uploads/2020/10/National-Strategy-for-CET.pdf
https://space.14

THE DETERMINING ELEMENTS OF THE NEW GREAT POWER COMPETITION

renewable energies.'® Further modifications in February 2024 introduced additional
CETs, specifically positioning, navigation, and timing technologies, alongside data
privacy, data security, and cybersecurity technologies.'® The different classifications of
CETs are detailed in Appendix A.

China’s official papers on emerging technologies are rather scattered and openly
address only the economic aspects of CETs. With a stated aim of transforming into a
leading global player in manufacturing, China’s State Council issued the “Made in China
2025” 10-year national action plan in May 2015. This plan identified 10 priority sectors:
new information technology, computerized machines and robots, aerospace equipment,
ocean engineering equipment and vessels, rail transportation equipment, energy-saving
cars and new energy cars, electrical equipment, farming machines, new materials, and
biomedicine."

Focusing on industrial policy, China’s National Development and Reform Commis-
sion (NDRC) issued national guidelines in September 2020 for “promoting high-quality
economic development.” The plan highlighted eight “Key Industrial Investment Domains”:
information technology (including 5G, semiconductors, Al, big data, cloud computing,
blockchain, and smart infrastructure), biotech, high-end manufacturing, new materials
and supply chains, new energy, electrical vehicles (EVs), environmental protection, and
digital creative industry.1®

In China’s 14th Five-Year Plan (FYP) for the years 2021-2025—the People’s Repub-
lic of China’s (PRC) underlying strategic blueprint for long-term economic and social
development objectives—the first action item is dedicated to innovation and self-reliance.
The plan prioritizes seven core fields for indigenous R&D that are critical for national
security and development: new generation Al, quantum information, integrated circuits,
brain science (including “brain-computer fusion”), genetics and biotechnology, clinical
medicine and health, and deep space, earth, sea, and polar exploration.®

A comparison between the US and China’s lists of CETs, illustrated in Figure 3,
reveals two significant differences. First, genetic editing and synthetic biology are
prioritized as the fifth most important field in China’s 14th FYP, whereas these fields
are absent from US lists. Second, there is an evident difference in the illustration of
the strategic value of technological leadership: US policy papers emphasize both
economic and national security aspects and include explicit military technologies like
hypersonic missiles. In contrast, China’s documents primarily present all emerging
technologies as drivers of economic growth and development and avoid specific refer-
ences to military applications.°
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Figure 3. CET Lists: Comparative Analysis

Technologies on both lists Unique to US 2024 list Unique to China’s lists
Advanced computing, new Hypersonics, data privacy, data New energy vehicles; big data;
materials, advanced manufacturing, |security and cybersecurity blockchain; bioeconomy; genetic
advanced sensing, PNT/satellite technology; synthetic biology;
technologies, renewable energies, Al, deep-sea, deep-earth, and polar
autonomous systems, biotechnology, exploration

communication technologies,
directed/new energy, human-
machine interfaces, quantum
information, semiconductors, space
technologies and systems

The role of CETs in China’s military aspirations of becoming a “world-class
armed force”—though not explicitly stated in its official papers on emerging technol-
ogies—is evident in President Xi Jinping’s 2015 military reform, which prioritized a
technology-driven transformation of the armed forces.2! A central mechanism for achiev-
ing this goal is China’s Civil-Military Fusion Strategy, which President Xi directly over-
sees and which aims to integrate the nation’s civilian research and commercial sectors
with its military and defense industrial sectors.? Notably, in its 2015 military strategy
white paper, China committed to “accelerating civil-military integration in key sectors”
and “establishing uniform military and civilian standards for infrastructure, key technolog-
ical areas, and major industries.”®

“In Modern Warfare, Victory Hinges on Information”

With the inevitable erosion of traditional barriers between the civilian and military implica-
tions of emerging technologies, a challenge arises in defining which are primarily com-
mercial and which directly impact national security. Nevertheless, the distinction is vital
for deciphering the essence of the current GPC and both sides’ underlying interests.

If power was traditionally measured by military might, the emergence of nuclear
weapons during the Cold War resulted in a “balance of terror,” which narrowed the role
of great power militaries to power projection and conventional proxy wars. While the
theory of nuclear deterrence has yet to be refuted, the development of emerging and
dual-use technologies prompts a reassessment of the potential effect of new military
capabilities on the balance of power.

NATO'’s report on science and technology trends for the years 2020-2040 classi-
fies eight interrelated areas as “major strategic disruptors” for military capabilities.?* Of
these, five are categorized as “disruptive” and hence are expected to have major, or
potentially revolutionary, effects in the next 5-10 years: big data and advanced analyt-
ics, Al, autonomy, space technologies, and hypersonic weapon systems. The remaining

ASH CENTER OCCASIONAL PAPERS SERIES


https://capabilities.24
https://sectors.22
https://forces.21

THE DETERMINING ELEMENTS OF THE NEW GREAT POWER COMPETITION

three—quantum, bio and human enhancement technologies, and novel materials and
manufacturing—are categorized as “emerging.” That is, they are expected to reach
maturity within a time frame of 20 years, are not currently widely in use, and their effects
on military capabilities are not yet entirely clear.?®

The gradual fruition and integration of emerging technologies is transforming war-
fare twofold. First, it is augmenting traditional lethal capabilities and extending them into
new domains such as space and cyberspace. Second, it is spilling over to societal and
cognitive realms, hence expanding the impact of military technologies beyond purely
combat-related applications. While the first category of transformation is evolutionary in
nature (even though at an accelerated pace), the second has revolutionary potential for
changing national security paradigms.

From an evolutionary perspective, modern warfare is a continuation of promot-
ing national security and interests via efficient lethal capabilities. The US Department
of Defense (DoD) articulates its enduring mission as safeguarding the nation by both
deterring warfare and achieving victory should deterrence not suffice. The fundamental
function of technologies in the context of conventional warfare can thus be understood
as sustaining a military advantage or, at a minimum, ensuring a competitive military
symmetry to deter overt conflict. Notably, in its 2018 national defense strategy, the DoD
recognized the diminishment of US military advantage amid a security landscape char-
acterized by rapid technological breakthroughs, cautioning that the failure to update
military systems to contemporary standards could culminate “in a Joint Force that has
legacy systems irrelevant to the defense of our people.”®

An evidential paradigm shift in combat perception transpired in July 2017, when the
chairman of the US Joint Chiefs of Staff introduced “Information” (defined as processed
data) as the seventh joint function and a new dimension of conflict, the first change to
the joint doctrine in two decades.?” Defense Secretary Mattis then stated that “Infor-
mation is such a powerful tool that it is recognized as an instrument of national power,”
which impacts all military operations at the strategic, operational, and tactical levels.?®

In the same year, the Pentagon commenced Al to its operations with the establish-
ment of the Algorithmic Warfare Cross-Functional Team, commonly referred to as “Proj-
ect Maven,” materializing an evolutionary stage of warfare. Project Maven'’s objective
was “to tum the enormous volume of data available to DoD into actionable intelligence
and insights at speed,”® ultimately facilitating machines to take over human roles in
military detection of objects. The Maven Smart System had since been operational in
regions such as Ukraine and the Middle East, analyzing diverse multiple data streams—
including satellite imagery, geolocation data, radio systems, heat-detecting infrared
sensors, electronic surveillance, and social media feeds—thereby providing military
commanders precise intelligence of ongoing developments on the battlefield.*

Concurrently, China’s 2017 Al development plan calls for securing global Al leader-
ship by 2030 and enhancing Al civil-military integration.®! In its 2019 national defense
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white paper, China introduced the concept of “intelligent warfare,” driven by the applica-
tions of Al, quantum information, cloud computing, and the Internet of Things (I0T).*2 The
People’s Liberation Army (PLA) has since developed a core operational concept titled
“Multi-Domain Precision Warfare,” leveraging communications and big data analytics to
swiftly identify critical vulnerabilities in US operational systems.® Further advancing this
strategy, in April 2024 President Xi launched the PLA’s Information Support Force as a
new strategic military branch. A PLA Daily commentary then stated that network informa-
tion technology has become the “biggest variable in the development of the times, as in
modern warfare, victory hinges on information.”*

Although the tactical use of networked information technologies in combat is devel-
oping, it remains evolutionary in nature rather than revolutionary. The use of unmanned
aerial vehicles (UAVs) for reconnaissance missions, for example, dates back to World
War Il, and their employment in combat has been rapidly evolving since operation Desert
Storm.® With advancements in technology and reduced production costs, drones have
significantly impacted conventional warfare, notably altering the course of the 40-year
military stalemate in Nagorno-Karabakh by overwhelming the outdated Armenian
defenses.® However, the recent war in Ukraine highlights the limitations of such techno-
logical leaps, as both Russian and Ukrainian forces have rapidly adapted by innovating,
emulating, converting commercial technologies, and developing anti-drone tactics, ¥
thereby restoring a balance in technological capabilities.

Similarly, hypersonic weapons technologies are largely considered as disruptive,
as their speed, precision, and maneuverability are apt to overcoming contemporary
missile defense systems, with the potential to nullify the MAD effect by preemptively
annihilating nuclear arsenals and second-strike capabilities.*® Nonetheless, the stra-
tegic significance of hypersonic weapons remains dubitable as their effect is similar to
that of existing intercontinental ballistic capabilities, and for as long as tradition princi-
ples of nuclear deterrence hold, it would seem inconceivable to apply them in a direct
major-power confrontation.3®

As both military and civilian modern technologies increasingly rely on information,
communication, speed, and precision, the space domain evolved into a central pillar of
national security. In August 2019, President Trump established the US Space Command
as the 11th geographic combatant command, designating space as “the next warfighting
domain.™® Soon after, the US Space Force was inaugurated as the first new branch of
the armed services since 1947, with a stated primary mission of preserving space supe-
riority, an objective characterized by the ability to execute all-domain operations at any
designated time and location, free from significant interference by adversarial space or
counterspace forces.*!

Modern armies are structured around the premise of having access to space capa-
bilities, including positioning, navigation, surveillance, reconnaissance, early warning
systems, and unbounded universal communication. These capabilities are essential for
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major powers aiming to sustain a global presence and protect interests and allies around
the world,*? as evident by the role of US-based Starlink commercial satellite services in
supporting Ukraine’s fighting capabilities against Russia.*® The buildup of counterspace
capabilities—namely electronic warfare, cyberattacks, and anti-satellite missile—is
therefore considered a strategic threat that can impede not only combat readiness but
also space-enabled civilian services, including communications, aviation, critical infra-
structure, and international trade.* From the US perspective, the destruction of satellites
in the pursuit of military objectives is considered an act of war.*

Essentially, achieving superiority in lethal military capabilities can potentially influ-
ence the balance of power on three levels: a full-scale or limited direct clash between the
great powers, a strategic military action involving one of the powers, or through proxies.
Nevertheless, as long as military capabilities remain evolutionary in nature and advance
in a more or less symmetrical parallel, a direct full-scale showdown between the powers
would still be subject to traditional deterrence principles and can therefore be consid-
ered implausible at this point. While limited direct confrontations can emerge in forms
of power projection, for example, by defending allied countries and interests, or erupt
unintentionally due to miscalculations or misperceptions, these would unlikely escalate
to a direct full-scale US-China war.

A strategic military action by one of the powers could affect the balance of power
by strengthening, weakening, and turning alliances (and in consequence, access to
resources, supply chains, and data), or by seizing advanced technologies by force. US
Commerce Secretary Gina Raimondo addressed such a scenario, stating that a Chinese
invasion of Taiwan and the capture of world-leading chip producer TSMC would have a
devastating effect for the American economy, which acquires 92 percent of its leading
chips from the company.*¢

On the proxy level, lethal military applications can change the balance of power by
feeding into interest-based alliances. While evolutionary warfare tools such as hyper-
sonic missiles and UAVs are not likely to be dispatched between the great powers, their
deployment could significantly alter the dynamics of smaller-scale conflicts by providing
one party with an asymmetrical advantage, as evidenced in the Nagorno-Karabakh con-
flict. Furthermore, these military innovations may function as inducements to advance
political and economic objectives, exemplified by media reports on the importance of
advanced US weapons in facilitating the Abraham Accords.*’

TikTok, Encryption, and Human Cognition:
New Technological Battlefields

A major revolution in national security concept is the spillover of warfare to nonkinetic
domains, with the capacity of influencing societies, political stability, and human cogni-
tion. The DoD anticipates a substantial escalation over the next two decades in activities
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characterized as “gray area” operations, as they are understood to fall below the con-
ventional threshold for military action. Such operations, which include malign cyber and
space operations, economic coercion, and disinformation campaigns, are growing in
sophistication and create new challenges for defensive enterprises.*®

As global society progresses into an era of increased digital dependency and inter-
connectivity, critical infrastructures, space-enabled services, and routine online activities
are ever more vulnerable to cyber warfare’s disruptive impacts.*® Incidents such as the
2007 Russia-based cyberattacks on Estonia, which crippled essential online services
such as banking, news, and email communications for three weeks,* and the 2021
Colonial Pipeline ransomware attacks, serve as stark illustrations of the potential to
impair a country’s national and economic security via nonkinetic warfare. Even if the
operational successes of such attacks are limited, they can still carry significant psycho-
logical effects and undermine the general public’s sense of security.

In its 2023 National Cybersecurity Strategy, the DoD assessed that in the event of
a direct conflict, China will likely launch destructive cyberattacks against the US with
the aim of impairing military capabilities, sowing chaos, and diverting attention and
resources. It further recognized China as a “broad and pervasive cyber espionage
threat” that surveils individuals beyond its borders and steals technology secrets in an
effort to erode US military advantage. Additionally, the strategy raised concerns about
China’s ambitions to propagate digital authoritarianism around the globe by exporting its
own cyber capabilities to like-minded nations.

Similar allegations are raised by China against the US. An April 2024 report com-
posed by a group affiliated with Cyberspace Administration of China accused the US
of both abusing cyberspace for maintaining its hegemony and triggering a “cyber arms
race” as a main battlefield of a new Cold War. The report highlights findings from the
Snowden leaks and WikiLeaks of US covert data collection and global espionage, and
concludes that the US normalizes the use of cyberattacks to advance its military, eco-
nomic, and diplomatic interests under the justification of national defense.*?

Another revolution in national security concepts arises from the vast quantities of
personal data, generated and harvested both from direct digital interactions and indi-
rectly through smart devices, and the new avenues for exploitation, surveillance, manip-
ulation, and extortion.*® The New York Times’s 2019 Privacy Project exemplifies how
accessible, vulnerable, and susceptible personal data is, as information that is being
collected daily by commercial actors is often resold to third parties. In fact, any owner of
a mobile phone is likely tracked by dozens of companies, often by consent to location
sharing for various apps. By obtaining access to such a dataset, the journalists were
able to identify a location ping of a security detail in President Trump’s entourage and
then track down the president’s precise location throughout the day.

Leaks and theft of personal data pose a new dimension of threat. Notably, in 2015,
two major breaches of US government databases, which were attributed to the Chinese
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government, exposed sensitive information on more than 22 million citizens, including
federal employees, contractors, and their families. Regarded as one of the most poten-
tially damaging cyber heists in US government history, the stolen data included not
only personal identifiers and addresses but also extensive financial and health records,
fingerprints, and digital credentials such as usernames and passwords. The exposure
of such information is particularly alarming due to its potential use in compromising US
intelligent operatives, or to identify government employees who might be susceptible to
extortion and coerced to engage in espionage.*®

The value of personal datasets extends beyond immediate time and traditional
military- and security-related espionage targets. As information on everyday citizens
is collected in mass and stored in clouds, it can also be extracted in the future, in the
event they assume positions of interest or affiliations with people of interest. Accordingly,
foreign governments may leverage details on indebtedness, medical conditions, and
other embarrassing personal information to coerce employees within strategic sectors
into disclosing sensitive information, obtain crucial technological insights from scientists,
undermine election campaigns, and influence politicians.%®

Democratic elections serve as fertile grounds for such influence campaigns. The
US Intelligence Community’s annual threat assessment specifically identified a risk of
Chinese attempts to manipulate the 2024 elections to support its goals and interests by
magnifying societal divisions, disseminating disinformation, and sowing doubts about US
leadership. According to the report, China’s propaganda arm had already used TikTok
accounts to target candidates from both political parties during the 2022 US midterm
elections, and has since escalated its sophistication in influence activities by adopting
generative Al technologies.?”

The DoD’s 2023 annual report on China’s military and security developments attri-
butes the aforementioned activities to a wider paradigm of PLA-led influence operations,
in which Chinese narratives are promoted internationally via social media platforms. The
report identifies the PLA’s Strategic Support Force (SSF)—a theater command-level
organization centralizing its capabilities on space, cyberspace, information, and com-
munications—as the military branch in charge of developing the next evolution of psy-
chological warfare, dubbed Cognitive Domain Operations (CDOs).%® Incorporating Al,
big data, and neuroscience technologies, CDOs are claimed to aim at subverting human
cognition and behavior beyond the realms of the battlefield, shaping and polarizing soci-
eties, and creating an environment favorable to China.*®

FBI Director Christopher Wray described related national security concerns in Tik-
Tok’s operations, as the company “is beholden to the Chinese government” and there-
fore might provide Chinese intelligence services three powerful tools: the ability to collect
US citizens’ personal data and use it for influence operations, to control recommendation
algorithms and push narratives of the Chinese Communist Party (CCP), and to manip-
ulate the software and potentially compromise users’ devices.®® The concerns from the
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US Intelligence Community correspond with TikTok’s rapid growth in the country, not only
in unique users but also in influence. According to a 2023 Pew Research Center poll, 14
percent of US adults regularly consume their news from TikTok. The number is signifi-
cantly higher among younger populations, amounting to 32 percent between the ages of
18 and 29.5

A source for suspicion regarding the relationship between Chinese companies and
the CCP is the nation’s 2017 National Intelligence Law, which mandates Chinese com-
panies to “support, assist, and cooperate with” its intelligence-gathering authorities. Such
concerns have been directed toward Huawei, the world’s foremost provider of 5G net-
works and a leading seller of telecommunications equipment.®? With the global depen-
dence on 5G infrastructure expected to increase significantly, security experts warn
that Huawei could be forced to embed backdoors in the hardware or software, allowing
Beijing remote access to all circulated data in the network and the possibility to interfere
with communication services in the event of conflict.5®

As the value of data and information control emerges as a defining pillar of national
security, both great powers have been taking protective measures to protect it. In May
2019, President Trump signed an executive order to secure US information and commu-
nications technologies, laying the groundwork for the Federal Communications Com-
mission’s (FCC) designation of Huawei as a national security threat in June 2020.5 In
February 2024, President Biden issued an executive order to protect Americans’ sen-
sitive personal data from exploitation “by countries of concern,” directing the issuance
of regulations and high security standards to safeguard sensitive genomic, biometric,
health, geolocation, and financial data.®® By April 2024, further actions were taken as
President Biden signed legislation requiring ByteDance, the parent company of TikTok,
to divest the platform within 270 days as a precondition for its continued operations in
the US.®5

In contrast, China has maintained stringent controls over access to mainstream
Western social media platforms since 2009,%” as it accuses the US of using the internet
as a subversion instrument for advocating democratic norms around the world.®® Recent
years have seen an intensification in the governance and control of data within China,
marked by the enaction of three pivotal laws. The 2017 Cybersecurity Law restricts the
access of foreign IT and requires foreign companies to store their data in China and
share it with local security agencies. Enacted in September 2021, the Data Security Law
imposes governmental oversight over all companies and the majority of data-related
activities in the country, effectively limiting the overseas transfer of sensitive data. Fur-
thermore, the November 2021 Personal Information Protection Law regulates the collec-
tion, application, and monitoring of personal information.®

Despite ongoing efforts to secure data and enhance encryption methods, the rap-
idly advancing field of quantum information science (QIS) may soon render these mea-
sures obsolete. Though still in nascent stages of operations, it is a matter of time until
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a quantum computer will reach sufficient size and sophistication to be able to break all
existing methods of encryption,” in what has been commonly referred to as “Q-day.”
While the full range of applications of quantum computers is still unknown, their trans-
formative impact on national security is widely acknowledged, as the political power to
harness this technology first will possess unprecedented capabilities, including the ability
to decrypt military intelligence, acquire intellectual property, and access vast quantities of
digitally stored personal data.”" The economic and technological implications of quantum
computing are addressed in the following section.

In the context of the GPC, national security paradigms are witnessing a substantial
revolution, in which the impact of digital “gray area” operations gradually exceeds tra-
ditional physical applications. In an era of global digital dependency and interconnec-
tivity, nonkinetic offensive capabilities transcend military targets and extend their reach
into societal, political, and cognitive domains, posing significant challenges for national
defense. However, while technological advancements in Al, quantum computing, data
control, and cybersecurity are critical in establishing military dominance, their broader
commercial uses and potential to drive societal transformations hold even greater signifi-
cance in shaping the global balance of power.

Makers, Takers, and Laggers: A First-Mover Race to Reshaping
Societies and Economies

Technological superiority was already an imperative element of the Cold War and its out-
come. While the root causes of the Soviet Union’s decline were economic failures and a
loss of faith in the communist ideology, its systematic inability to adapt to significant tech-
nological changes expedited its collapse. The Third Industrial Revolution, also known as
the Age of Information, shifted the traditional economic system via digitization, automa-
tion, and the widespread use of personal computers. However, in a reality of intensified
globalization in which information had become a critical commaodity, the tightly controlled
Soviet system struggled to restructure its industries. According to some estimations, by
the end of the 1980s, only 8 percent of the Soviet industry was globally competitive, and
in the words of Joseph S. Nye, “it is difficult for a country to remain a superpower when
the world doesn’t want 92 percent of what it produces.””?

Similar principles now hold as the rapid pace of technological innovation continues to
transform the global economic landscape and societal structures. The Fourth Industrial
Revolution extends the digital advancements of its predecessor by merging physical,
digital, and biological spheres, and facilitating unprecedented levels of interconnectivity
among individuals, devices, various industry sectors, and distinct aspects of life.”

The designation of emerging technologies as “critical” primarily reflects their role
in facilitating this interconnected global landscape. However, most of these technol-
ogies serve specific purposes or act as enablers for other applications. For instance,
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semiconductors are integral to the operation of nearly all advanced technologies, yet their
standalone value is limited. Additionally, advancements in materials science may lead to
new technologies that could supplant the current role of semiconductors. Among the array
of emerging technologies, two stand out as general purpose, possessing the transforma-
tive potential to reshape entire economies and societies: Al and biotechnology.

Al is widely perceived as the backbone of future defining technologies with the
capacity of revolutionizing human potential and addressing societal challenges. In its
2021 final report to the president and Congress, the National Security Commission on
Artificial Intelligence (NSCAI) equivalated the future impact of Al on humanity to that of
electricity, “transforming many aspects of human life and every field of science.” Rather
than an end-use technology, the report illuminates that “Al sits at the center of the con-
stellation of emerging technologies,” enabling some, such as biotechnology, and being
enabled by others, such as 5G communication and quantum computing.™

Among the fields in which Al is projected to supercharge key scientific breakthroughs
are material and life sciences. The discovery, design, and application of nanomaterials,
biopolymers, quantum, and thermoelectric materials are poised to transform economies,
public health, and national defense and to facilitate the transition to an energy-efficient,
low-carbon economy. In the domain of life sciences, the synergistic integration of Al,
biotechnology, and big data is set to revolutionize our understanding and capability to
manipulate biological processes at various levels—from the molecular to the ecosystem
scale, with tremendous implications for the future of agriculture, food security, personal
health, and longevity.”

The Al-driven economy already impacts nearly 40 percent of current global employ-
ment’® and is set to further grow in size and impact. According to a 2023 McKinsey
& Company report, the annual economic value of nongenerative Al and analytics is
estimated at $11-$17.7 trillion, materialized mainly by optimizing performance and
problem-solving across industries and business functions. The era of generative Al,
while still in its first stages, is projected to add the equivalent of $2.6—$4.4 trillion annu-
ally, primarily in the areas of customer operations, marketing and sales, software engi-
neering, and R&D. The report notes that the potential economic value of generative Al
may even double, as technologies that are embedded into existing software could be
used for other tasks. To put this into perspective, the United Kingdom’s entire GDP in
2021 was $3.1 trillion.”

In the looming age of Al, and with the race for technological supremacy at the core of
the current GPC, first movers benefit from accelerated development, access to markets,
and global standard settings. Based on the assumption that Al would reshape industries
and societies, the leader in this race would also be in a favored position to redefine the
global economic architecture of makers, takers, and laggers.

However, achieving a leadership position in Al entails mastering several critical com-
ponents. Professor Ben Buchanan, special advisor on Al to the White House, previously
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identified the three drivers of modern Al as algorithms, data, and computing power. In
this triad, the quality of a machine learning system is a factor of the talent that programs
the algorithms, the quantity and salience of the gathered data, and the computing power
needed to process datasets and allow systems to learn on their own.”

Alongside the technological dimensions of the competition, the capacity to dominate
and enhance Al performance is significantly influenced by national policies and prac-
tices. In the realms of algorithms and software, the primary battleground is the devel-
opment of sophisticated deep-learning generative Al programs, such as large language
models (LLMs) that possess the capability to convincingly execute prompts and produce
text, images, audio, and videos. However, as these programs increasingly improve in
mimicking human behavior, trade-offs emerge between the rapid pace of innovation and
the need for effective governance.”

In the US, the pursuit of Al leadership is spearheaded by private-sector tech com-
panies currently operating within largely unrestricting policy frameworks. While this
environment facilitates swift progress, it also raises substantial risks, including increased
susceptibility to issues like deepfakes, manipulation, and the spread of disinformation.
Conversely, in China, the internet and associated technologies are subject to stringent
governmental controls. In a notable move, in July 2023 the Cyberspace Administration
of China implemented regulations that mandate the labeling of all Al-generated content
and impose punitive measures on generative Al services that fail to adhere to the state’s
“core socialist values.”® While such measures may enhance control over the technology
and potentially prevent abuses, they are also likely to hinder technological progress,
both by limiting the availability of generative Al’s training data®' and discouraging tech
companies and entrepreneurs who may fear the repercussions of noncompliance.®

As for the data that underpins Al, China’s top-down approach and tightly regulated
technology sectors confer a distinct advantage. While Western governments operate
under stringent privacy constraints vis-a-vis the public and the companies that collect
the data, private enterprises in China are mandated to share users’ personal data with
government authorities.®® Additionally, the state employs an extensive array of surveil-
lance technologies —including numerous cameras with facial and auditory recognition
technology, the collection of DNA samples, and tracking devices embedded in mobile
phones—to link individuals’ digital interactions with their physical movements.?* Further
enhancing its data control, China inaugurated the National Data Administration in Octo-
ber 2023 to coordinate the integration, sharing, and application of data resources as well
as to advance its digital economy and Al industrial development.8®

In line with the advancements and the widespread use of Al technologies and appli-
cations, and as the technological basis enabling Al growth, the demand for computa-
tional power and more capable semiconductors rises.® Defined by the White House as
“the technology that forms the foundation of everything from automobiles to household
appliances to defense systems,”®” the semiconductor industry is among the most critical
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sectors of the global economy, generating over half a trillion dollars in sales in 2022
alone and enabling economic activity valued at tens of trillions of dollars annually.8®

The sophistication of advanced semiconductors, exemplified by Nvidia’s 4 nanome-
ter chip, which houses 208 billion transistors,® embodies a culmination of numerous
technological breakthroughs. The intricate production process of these semiconductors,
which encompasses over 500 distinct steps from specialized design software to fabrica-
tion plants and testing facilities, renders it infeasible for any single company or country to
monopolize the global supply chain.®® Consequently, acquiring leadership in Al-enabling
hardware such as microprocessors, quantum computing systems, and essential raw
materials heavily relies on the effective deployment of alliances, power projection, and
influence over the global supply chain.

To enhance US competitiveness in semiconductor technologies, the Biden adminis-
tration adopted a dual strategy. This involved invigorating domestic production through
the allocation of $280 billion to the CHIPS and Science Act in August 2022 while simul-
taneously imposing a series of unilateral export control measures on China starting in
October of the same year. Jake Sullivan, US national security advisor, then asserted
that the restrictions were “premised on straightforward national security concerns” as an
implementation of the “small yard, high fence” concept to protect critical technologies.®

With the objective of reinforcing US leadership in the semiconductor industry and
ensuring compliance with sanctions, the US has capitalized on its strategic advantage
over its geopolitical rival—its alliances—to establish an ad hoc technological bloc. Under
significant diplomatic pressure, the Netherlands and Japan, both critical members of the
global semiconductor supply chain and producers of some of the most sophisticated
manufacturing equipment, aligned with the US policy by similarly restricting their exports
to China.®? In a further demonstration of US diplomatic potency, February 2023 saw the
establishment of the “Chip 4” alliance between the US, Japan, South Korea, and Taiwan,
home to the world’s leading chipmakers and suppliers of relevant materials and equip-
ment, to ensure the stable supply of semiconductors.%

While the US consistently frames national security as justification for imposing
technological export restrictions on China, Chinese officials contend that the underlying
goal is to pursue US hegemony by means of economic coercion and promoting deglo-
balization.® In response to these restrictions, China leveraged its strategic control over
the global supply chain of rare earth metals, crucial components in almost every techno-
logical application including smartphones, EVs, wind turbines, and military hardware.%
In August 2023, China initiated measures to restrict its gallium and germanium exports
to the US, both vital materials for semiconductor manufacturing. This was followed by a
further restriction in October 2023 when China limited exports of graphite, an important
element in the production of EV batteries.*®

Despite the efforts to hinder China’s semiconductor industry, in August 2023 Hua-
wei introduced its new Mate 60 Pro smartphone, powered by 7 nanometer chipsets
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developed in-house. While still two generations behind Apple’s 3 nanometer chips, a
technological gap estimated at five years, it is still overall competitive with the iPhone
15% and serves as testament for China’s resourcefulness. Eventually, the critical sig-
nificance of new generational chips is not in improving performance of communication
devices® nor in the gradual enhancement of existing military applications. Instead,
their fundamental value lies in empowering the capacity of high-performance comput-
ing (HPC) and Al to accelerate scientific discoveries, transform industries, and tackle
global challenges.'®

For the time being, the development of Al is still progressing at a relatively symmetri-
cal pace as both the US and China possess competitive strengths and weaknesses. But
the race for Al superiority does have an endgame, at least in theory, with the possible
emergence of artificial general intelligence (AGl). Dubbed as the “Holy Grail” of Al, the
vision of AGl is of a system that equals or exceeds human cognitive abilities and can
autonomously solve complex scientific issues, including enhancing its own functionalities
through self-learning across multiple data domains. Former Google CEO Eric Schmidt
projected that the country that first achieves AGI could secure an era of predominance
by gaining an edge in all domains of science and technology.'®" While estimations of
when such level of superintelligent system will arrive vary, the competition is already
heated in the US, with companies such as OpenAl, Google DeepMind, and Meta explic-
itly stating that reaching AGl is their ultimate goal.'*

In parallel with the Al race, both China and the US are galloping toward solidifying
their position in the QSI value chain. In addition to their military potential application of
breaking encryption, quantum technologies are poised to supercharge the Fourth Indus-
trial Revolution by redefining the scale and boundaries of computing power.'%

In classical computing, increasing processing power is achieved by fitting more tran-
sistors onto a single chip. However, as modern microchips already squeeze in hundreds
of billion transistors, it is an increasingly costly and complex endeavor, which, according
to industry experts, is close to reaching its feasible limit.'* While conventional transistors
store bits (binary information units of either a zero or a one), the quantum version of the
bit, known as qubit, theoretically has an infinite number of possible states, thus exponen-
tially multiplying the computational power and speed of computing chips.'%

Although advances in quantum computing have been gradual, major technology
companies in both the US and China are actively developing and using quantum proces-
sors. A Boston Consulting Group (BCG) forecast suggests that maintaining the current
rate of technological advancement, quantum computing could begin to deliver business
value by 2025, with potential revenue generation estimated between $450 and $850
billion upon reaching technological maturity in 2035.'% Furthermore, a McKinsey anal-
ysis projects that quantum computing could unlock economic value up to $2 trillion by
the same year, with the finance, chemicals, pharmaceuticals, and automotive industries
expected to be the primary beneficiaries.'"”
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Quantum technologies are of strategic economic importance within the framework
of GPC, as early adopters are anticipated to capture up to 90 percent of the resultant
economic value,'® develop governance models, ensure global interoperability, and cat-
alyze more scientific breakthroughs.'® The transformative role of quantum in the pursuit
of technological supremacy is evident in China’s 14th FYP, ranked second in its science
and technology priority list."? In terms of government investments, Beijing has so far
publicly announced $15.3 billion in quantum R&D and education, starkly surpassing
the $3.8 billion committed by the US. However, the trend is reversed in terms of private
financing, with the US totaling $3.8 billion in private investments, more than tenfold in
comparison to China’s $360 million,""" underscoring the contrasting approaches between
China’s state-led strategy versus the US company-driven innovation.

Biopower: Hacking Life, Fostering Discoveries, and
Shaping Generations

Alongside Al, biotechnology stands as a pivotal, general-purpose field of technology

at the core of the GPC. Traditionally associated with pharmaceuticals and agricul-

tural products, recent innovations in synthetic biology have brought the sector to the
brink of a transformative revolution, enabling the engineering of biological systems at
the DNA level. From precision medicine and human enhancement to enriched foods,
disease-resistant crops, clean energy production, and the creation of novel materials,
the implications of the emerging biotech era extend across economic, security, and ethi-
cal domains.™?

From an economic standpoint, the innovative use of biological resources and pro-
cesses is catalyzing the growth of the bioeconomy—a burgeoning sector increasingly
influential across various industries.'® According to a McKinsey report, as much as 60
percent of global physical inputs could potentially be produced biologically. The report
estimates the direct annual global impact of the bio-revolution at between $2 and $4
trillion in the years 2030—-2040,"* while a separate BCG study evaluates the broader
economic effect at up to $30 trillion globally over the next decade."® The defining influ-
ence of the emerging bioeconomy on the balance of power has been underscored by the
US Intelligence’s 2024 Annual Threat Assessment, stating that the country that will lead
biotechnological breakthroughs will not only hold trillions of dollars in production capacity
and drive industry growth but also wield substantial influence over the global economy
for generations.®

Apart from the direct economic implications, biotechnologies play a central role in
the US “derisking” strategy, which aims to reduce critical dependencies on China by
encouraging self-sufficiency and the formation of resilient supply chains."” In September
2022, a few weeks after signing the CHIPS and Science, the Biden administration issued
the executive order on “Advancing Biotechnology and Biomanufacturing Innovation.”
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Among its stated goals, this order aims to replace fragile supply chains from abroad with
domestic production, highlighting that the US reliance on foreign materials jeopardizes
its access to vital chemicals and active pharmaceutical ingredients.'®

In March 2023, only six months after the executive order, the White House released
a new report, Bold Goals for US Biotechnology and Biomanufacturing, prioritizing five
societal goals for the next two decades: climate change solutions, food and agricultural
innovation, supply chain resilience, human health, and cross-cutting advances. Address-
ing critical supply chain vulnerabilities, the report sets a goal of harnessing biomanufac-
turing to produce 25 percent of domestic demand in active pharmaceutical ingredients in
the next 5 years and at least 30 percent of the US chemical demand within a time frame
of 20 years.®

The report identifies “cross-cutting advances” as essential components for fostering
new discoveries that will propel advancements across all sectors of the bioeconomy.
This begins with the mapping and research of genes in newly discovered species to
elucidate their potential physical traits. Given the vast and largely unexplored biodiver-
sity on Earth, which includes millions of species of plants, animals, and fungi, as well as
approximately one trillion species of microbes, the pool of knowledge that can be applied
in novel biotechnologies is immeasurable. The plan aims to sequence the genomes of
one million species within the next five years and, by leveraging innovations in comput-
ing power and Al, to accelerate the discovery of new gene sequences, metabolisms, and
functions by 100-fold within a span of 20 years.'?°

While the US is ramping up its attention to the strategic value of synthetic biology,
China’s ambition to dominate the field goes back to 2010, when it identified biotech-
nology as one of seven strategic emerging industries essential for its economic com-
petitiveness. Subsequently, biotechnology was already integrated into China’s 12th
FYP (2010-2015), which aimed at establishing a national gene resource library and
advancing biomanufacturing, genetic engineering, and digital medicine. The 13th FYP
(2016—2020) continued this trajectory, expanding the application of genomics and bio-
technologies in medicine and creating Chinese gene and cell banks'?! In its 14th FYP
(2021-2025), genetics and synthetic biology were ranked fifth on the science and tech-
nology priority list, emphasizing innovations in genetic cells and genetic breeding.'??

Among the various applications of biotechnology, China has placed significant
emphasis on the field of biomedicine. Recognized as a priority sector in the “Made in
China 2025” strategy, the plan sets goals to attain world-class standards in innovation
capacity, production volume, and international competitiveness in the pharmaceutical
sector by 2025.'2% Correspondingly, in 2016, the PRC launched a $9 billion project aimed
at collecting, analyzing, and sequencing genomic data over a period of 15 years to posi-
tion itself as a global leader in precision medicine.'*

For more than a decade, China’s concerted efforts to gather extensive amounts
of biological data globally, including acquisitions of US genetic-sequencing firms,
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proceeded largely unimpeded. However, as general awareness of the strategic impor-
tance of personal data increased, concerns emerged over the potential misuse of such
data, particularly due to the operating company of the China National GeneBank—the
PLA-affiliated BGI Group.'?® Accused of exploiting DNA for the genetic surveillance of
Muslim minorities in Xinjiang, the US Department of Commerce sanctioned two subsid-
iaries of BGI in July 2020,'# followed by another two of its holdings in March 2023, citing
risks of using genetic data to support Chinese military programs.'?” Other allegations
against the company included the covert swiping of DNA from its massive global distribu-
tion of COVID-19 test kits and commercial parental tests.'®

From a national security perspective, stakeholders and US government officials
admit that it is challenging to fully comprehend the threats that may emerge from lever-
aging genetic data.'® At the far end of the threat spectrum, there are concerns about the
development of targeted biological weapons that could be deployed against individuals,
populations, or agricultural resources. More frequently discussed are issues related to
data security, with claims that sensitive genetic information could also be exploited for
espionage purposes or to extort vulnerable individuals. Bill Evanina, former director of
the US National Counterintelligence and Security Center, has long voiced concerns
regarding China’s alleged intentions, noting that “from a biotech perspective BGl is no
different than Huawei,” in the sense of a “legitimate business that’s also masking intelli-
gence gathering for nefarious purposes.”'®

In response to growing concerns about the security and commercial ramifications of
failing to match China’s advancements in biotechnology, in January 2024 US legislators
introduced a bipartisan bill referred to as the “Biosecure Act.” This legislative proposal
aimed to limit cooperation with “biotechnology companies of concern,” naming four
Chinese biotechnology firms and their subsidiaries, including BGI. Mike Gallagher, then
chair of the House Select Committee on the CCP and sponsor of the House version of
the bill, highlighted the ethical implications of leadership in biotechnology, stating that
“the country who wins the race will set the ethical standards around how these technolo-
gies are used.”'®!

One of the most contentious ethical issues within biotechnology pertains to the use
of genetic advancements for enhancing human performance, capabilities, and health.
Within the GPC framework, the mastery over technologies that could enable longev-
ity, immunity from diseases, or heightened cognition holds significance comparable to
the dominance of AGIl. However, unlike AGI, human enhancement technologies have
already manifested, as shown by the notorious 2018 incident involving Chinese biophys-
icist Dr. He Jiankui, who used CRISPR technology to genetically modify twin girls to be
resistant to HIV.'2

While human genome editing is prohibited in at least 70 countries, including China
and the US,'® this affair highlights the precarious nature of technological proliferation.
Should the alteration of human genetics become a competitive arena, with the very
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essence of humanity as we know it at stake, principles of game theory suggest that the
drive to avoid strategic disadvantages may set off a human-enhancement arms race.

One World, Two Systems: The Inevitable Path to
Technological Decoupling

A strategic benefit for early adopters in the quest for technological dominance lies in their
ability to establish international norms and technical standards. In a globally connected
environment, these standards ensure compatibility, interoperability, and efficiency,
enabling consistent use of physical and digital technologies across different countries.'3*
For the US, decades of dominance in standards development have been instrumental to
its global technological leadership and economic prosperity, as its private sector effec-
tively set the rules that govern today’s global communications and internet protocols.'®
Furthermore, the establishment of standards and issuance of patents can generate sub-
stantial economic benefits. For instance, Qualcomm reported over $7 billion in licensing
revenues in 2022 alone, primarily from granting rights to use its intellectual property in
the manufacturing and sales of wireless products.'®

Until recently, the process of setting technical standards was perceived as a nonpo-
litical endeavor. International standards developing organizations (SDOs), comprised of
academics, civil society, engineers, and industry experts, traditionally select commercial
proposals for technical solutions based on criteria like safety, efficiency, and interoper-
ability. While SDO decisions are voluntary and nonbinding, they hold profound strategic
and economic significance,'” affecting approximately 93 percent of worldwide goods
exports.'® Consequently, companies unable to establish their technical standards often
incur royalty payments for patent use and may need to redesign products to align with
recognized international standards.'®®

From a security standpoint, some experts contend that developers of internation-
ally standardized technologies often possess detailed knowledge of their vulnerabil-
ities, a consideration of critical importance regarding digital infrastructure. Moreover,
next-generation technologies associated with the Fourth Industrial Revolution entail polit-
ical and ethical dimensions as their algorithmic design is bound to comply with certain
norms, values, and regulations in issues such as data privacy standards. As emerging
technologies increasingly permeate and integrate into all facets of life, the capacity to
define international standards carries tremendous weight in molding the industries of the
future and, consequentially, the global balance of power.'%°

In an effort to better its position in the uphill battle against US dominance in setting
international standards, China introduced its “Standards 2035” strategy in March 2018,
aiming to set the rules of global production across key industries.'! The specifics of
this strategy were further detailed in the “National Standardization Development Out-
line” published in October 2021, which underscored the prioritization of standardization
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initiatives in the fields of Al, quantum information, and biotechnology, with an overarching
objective to incorporate Chinese standards into the development of general-purpose
technology platforms.'42

To achieve these objectives, China has implemented a dual strategy. Within multilateral
settings, it expanded its presence in strategic SDOs like the International Telecommunica-
tion Union, gained more influence over the agenda, and compelled Chinese companies to
align their votes, often prioritizing national interests over technical merits.'* According to
some testimonies, Chinese delegates were occasionally required to verify their compliance
by showing proof of their votes on their mobile devices. Simultaneously, China has been
actively setting “facts on the ground” by pushing its standards through bilateral agreements
and the Belt and Road Initiative. This approach effectively establishes long-term depen-
dencies in host countries, as once infrastructures like 3G/4G communication networks
powered by Chinese technology are in place, high costs of transitioning to other standards
lock these nations into China’s technological ecosystem.'#

As the adoption of standards increasingly incorporates geopolitical considerations
alongside technical merits, the potential for a split into two distinct technological ecosys-
tems grows more pronounced. Technological decoupling is by no means a hypothetical
scenario, as evident by the great power clash in the global rollout of 5G communica-
tion networks. The US, citing security reasons, has vigorously campaigned against the
deployment of Huawei’s top-of-the-line and cost-effective 5G solutions, leading to a
bifurcation in global communications infrastructure. Similarly, given the existing bans on
Western social media platforms and numerous traditional news outlets within China, it
seems implausible that technologies involving Western-developed generative Al algo-
rithms would be adopted there, regardless of their international recognition.

The global effort to develop a COVID-19 vaccine illustrates the division into a “one
world, two systems” reality. Using Al, US companies like Pfizer and Moderna rapidly
synthesized effective mRNA vaccines by analyzing millions of data points. In con-
trast, China has opted not to approve these or any foreign vaccines, relying instead
on domestically produced inactivated pathogen vaccines, which have shown lower
efficacy rates.' Its refusal to import US-made vaccines, even during peak outbreaks
and national lockdowns, ¥ is often attributed by US officials to national pride.'*” Corre-
spondingly, while the World Health Organization granted emergency use authorization
to the Sinopharm and Sinovac vaccines in June 2021, they were not approved by
the US Food and Drug Administration.®

One possible reason for the COVID-19 vaccine decoupling is commercial. By
mid-2023, Pfizer and Moderna had amassed over $117 billion in vaccine revenues,'®
whereas China’s export of nearly two billion doses yielded undisclosed revenues.!
Another argument is of global prestige. Josep Borrell, the European Union’s high rep-
resentative for foreign affairs and security policy, critiqued China and Russia for using
“vaccine diplomacy” to extend their global influence by flaunting their contributions, in
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discrepancy with the lower efficacy of their vaccines and smaller proportion of donations
compared to commercial sales.®?

Currently, the segmentation of technologies into dual systems remains limited and
interoperable. However, as technologies evolve and incorporate more data domains,
maintaining compatibility is becoming increasingly complex. EVs serve as a prime
example. These advanced “computers on wheels” are equipped with sensors and cam-
eras, which receive and transmit information via satellite connections. For that reason,
they are also considered to be a security threat. In China, Tesla’s access to certain
government-related areas and districts have been restricted since 2022 due to concerns
of compromising confidential information.'®® Moreover, in February 2024, the Biden
administration announced plans to undertake “unprecedented action to address the
security risks” associated with Chinese connected vehicles,>* which, according to Com-
merce Secretary Raimondo, might culminate in a total import ban on such vehicles.'®

At the micro level, the vulnerabilities associated with EVs extend to virtually all con-
nected devices. Modern electronic devices, ranging from smartphones and televisions
to robotic vacuum cleaners and pacemakers, are capable of recording information and
transmitting data and are susceptible to hacking risks. At the macro level, the divergence
in Al-enabled technologies, characterized by algorithms embedded with competing val-
ues, operating on different internet protocols, and processing distinct datasets, leads to
inherent non-interoperability. In a world of two systems, third countries would eventually
be compelled to “choose sides” by aligning with specific technological standards and
security protocols, thereby shaping the new paradigm of power, with technological blocs
at its core.

Conclusion

In the context of the current GPC, technology is the new ideology in terms of the critical
determinant of comprehensive strength. As we navigate through the dawn of Al and the
biotechnology revolution, transformative scientific advancements are rapidly reshaping
global economies, industries, military capabilities, and the fundamental nature of human
existence. In this landscape, first movers have the potential to dominate markets, estab-
lish international standards, and wield significant economic and political influence that
could last for generations.

Achieving technological leadership requires mastering three primary components:
hardware, software, and data. In a globalized setting, the success of this endeavor
largely hinges on the capacity of great powers to forge effective alliances, which man-
ifest through cooperation across supply chains, resource sharing, innovation, talent
acquisition, and data pooling. In the shorter term, technological supremacy also acts as
a catalyst for forming interest-driven alliances as third countries aim to advance their
national economic, security, and political agendas.
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History shows that GPCs rarely end in a decisive outcome; rather, it is a long-term
struggle over spheres of influence. Such is the case in the present bipolar rivalry, as
the world is increasingly polarizing into two distinct technological ecosystems, each
characterized by unique values, standards, and platforms. Although these systems can
still, for the time being, correspond, the escalation in bilateral sanctions and restrictions
on competing infrastructures and connected devices is propelling the world toward an
apparently inevitable division—a new global architecture delineated by two incompatible
technological blocs.
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Appendix A: CETs Classifications in the US and China

October 2020 US CET List

February 2022 US CET
List

February 2024 US GET
List

China CET List*

Advanced computing

Advanced computing

Advanced computing

Cloud computing

Advanced conventional
weapons technologies

Hypersonics

Hypersonics

Advanced engineering
materials

Advanced engineering
materials

Advanced engineering
materials

New materials

Advanced manufacturing

Advanced manufacturing

Advanced manufacturing

High-end equipment
manufacturing

Advanced sensing

Advanced networked sensing,
signature management

Advanced networked sensing,
signature management

Smart infrastructure

Aero-engine technologies

Advanced gas turbine engine
technologies

Positioning, navigation, and
timing (PNT) technologies

Satellite networks (BeiDou)

Agricultural technologies

Renewable energy generation

Clean energy generation and

Hydrogen energy, energy

Autonomous systems

Autonomous systems and
robotics

autonomous, and uncrewed
systems and robotics

and storage storage storage
Al Al Al New generation Al
Metaverse
Highly automated,

New energy vehicles, Internet
of Vehicles

Biotechnologies

Biotechnologies

Biotechnologies

Biotechnologies

Chemical, biological,
radiological, and nuclear
(CBRN) mitigation
technologies

Communication and
networking technologies

Communication and
networking technologies

Integrated communication and
networking technologies

Future networks, 5G, 6G

Data science and storage

Data Privacy, Data
Security, and Cybersecurity
Technologies

Big Data

Distributed ledger
technologies

Financial technologies

Blockchain, “bioeconomy”

Energy Technologies

Directed energy, advanced
nuclear energy technologies

Directed energy

New energy

Human-machine interfaces

Human-machine interfaces

Human-machine interfaces

“Brain-computer fusion”

Medical and public health
technologies

Genetic technology, synthetic
biology

Qsl

QSI technologies

QSI technologies

Qsl

Semiconductors and
microelectronics

Semiconductors and
microelectronics

Semiconductors and
microelectronics

Integrated circuits

Space technologies

Space technologies and
systems

Space technologies and
systems

Deep-sea and aerospace
development

* China’s CET list is not an official record but rather an aggregation of information from the State Council’s “Made in China 2025” plan, the
NDRC’s National Guidelines, and the 14th FYP.
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